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ABSTRACT

Money laundering networks associated with sanctioned entities pose a significant
risk to financial systems, often operating through complex relational transaction
structures that evade traditional rule-based monitoring. While graph neural
networks have demonstrated promise in financial crime detection, limited work has
formally modelled sanction-linked transaction networks within highly imbalanced
banking datasets under consistent comparative evaluation. This study proposes a
directed weighted graph-based learning framework for identifying sanction-
associated money laundering networks using real-world banking transaction data.
Transactions were modelled as relational graphs, with accounts as nodes and
transfers as weighted edges, and evaluated using a Graph Convolutional Network
(GCN) against classical and ensemble classifiers. The proposed model achieved an
accuracy of 88.18%, Fl-score of 0.7345, ROC-AUC of 0.8968, and a superior
Matthews Correlation Coefficient compared to baseline methods. Results
demonstrate that relational graph modelling improves the detection of structurally
coordinated laundering behaviours that are not captured by independent transaction
classifiers. These findings support the integration of graph neural network
architectures into anti-money laundering systems to enhance sanction-linked
detection capabilities in complex financial networks.

: 04 October 2025
: 24 January 2026
: 14 February 2026

Received
Revised
Accepted

for maintaining economic integrity and financial
stability (Mnkandla et al., 2024).

INTRODUCTION

Global financial systems are severely

endangered by money laundering, which is passing
off funds gained illegally as legitimate income.
Criminals incorporate illicit revenues into the
official economy by directing them through intricate
transactions (Caglayan & Bahtiyar, 2022). Zhang et
al. (2025) claim that money laundering facilitates
tax evasion, corruption, drug trafficking, and the
funding of terrorism. Illicit funds are deposited,
transferred through mule accounts, and integrated
into financial networks undetected as part of the
laundering cycle, which usually entails placement,
layering, and integration (Sun et al., 2022). Robust
anti-money laundering (AML) systems are essential
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AML is a global priority for governments and
international (Wojcik,  2024).
According to guidelines set by the Financial Action
Task Force (FATF), financial institutions must have

organizations

strong procedures in place to identify and report
suspicious activities (FATF, 2021). Traditional rule-
based approaches have drawbacks, including a lack
of adaptability, high resource consumption, and
false positive rates that frequently surpass 90%
(Fan et al, 2025). Digitalization, automated
analytics, anomaly detection, and real-time
monitoring have become essential elements of
modern AML initiatives to improve compliance.
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Several banks in Zimbabwe have implemented
sophisticated AML practices, such as digital Know-
Your-Customer (KYC) systems, Customer Due
Diligence (CDD), real-time verification through
mobile platforms, cybersecurity measures, and
transaction logging (Kunci et al., 2024; Revesai et
al., 2023). The Financial Intelligence Unit (FIU) is
notified of any suspicious money laundering
activity (Chitimira et al., 2024). Despite all these
efforts, structural problems persist, and governance
flaws, corruption, and economic instability facilitate
illicit financial flows (IFFs). AML threatens the
development of governments and the integrity of
their institutions; research shows that the issue is
made worse by gold smuggling, a lack of
transparency, and permissive rules in the extractive
industries (Gaviyau & Sibindi, 2023).

Money laundering has increased due to global
financial interconnectedness. Despite stringent
AML regulations, Switzerland reported significant
rates of illicit transactions in 2022, accounting for
74.7% of all European transactions (Alenova et al.,
2024). Mexico accounts for 5.4% of Gross
Domestic Product (GDP) in illicit outflows, a major
hotspot in the Americas (Alawadhi, 2024). Asia
also reports substantial losses, with China losing
nearly $1 trillion over ten years, and Malaysia's
state fund losing $4.5 billion through Chinese
banks (Alarfaj & Shahzadi, 2024). Africa's
corruption and political instability amplify
laundering risks, as demonstrated by Nigeria's $250
million Ibori case and South Africa's Gupta scandal
(Japinye, 2024). In 2020, Zimbabwe lost $32,179
billion over two decades, $1.5 billion from gold
smuggling, and an estimated $570.75 million a year
between 2009 and 2013 (AFRODAD, 2022; Crisis
Report, 2021). These numbers highlight how
urgently improved governance and -cutting-edge
detection tools are needed.

According to Wang et al. (2025), rule-based
AML systems struggle with processing large
volumes of financial data quickly. Machine learning
(ML) offers scalable and flexible solutions. Models
such as logistic regression, k-Nearest Neighbours,
decision trees, random forests, support vector
machines, and multi-layer perceptrons are
commonly used (Renganathan et al., 2024). In
graph-based techniques, accounts serve as nodes
and interactions as weighted edges. Graph Neural
Networks (GNNs) recently successfully modeled
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financial transactions as networks (Alenova et al.,
2024). These approaches help reduce false
positives, detect hidden laundering patterns,
improve anomaly detection, and achieve 77-79%
predictive accuracy.

Graph-based techniques enable multi-layered
transaction tracking, collecting relational and
structural aspects
transaction. The detection of hidden fraud rings and
money laundering schemes across numerous entities
is accomplished by directed graphs, embeddings,
and GCNs (Alenova et al., 2024). In order to
uncover common laundering characteristics, graph
theory analyzes vertices and edges in complete,
bipartite, and weighted networks (Alarfa} &
Shahzadi, 2024). By using structural locations, node
centrality, and connectedness to forecast suspicious
behaviors, graph analytics improves detection in
AML (Effendi & Chattopadhyay, 2025).

Network studies also highlight enforcement
tactics,  vulnerabilities, and  core-periphery
architecture, which strengthen regulatory responses
(Khan & Akcora, 2022). Graph databases, which
dynamically map things and relationships, have
become essential to AML (Alarab & Prakoonwit,
2023). According to (Pocher et al., 2023). Nodes

stand in for accounts, merchants, or persons, while

beyond analyzing a single

edges record transaction details including amount,
date, and type. This model facilitates real-time
monitoring, anomaly identification, and the
visualization of laundering flows. Cypher and other
graph query languages enable researchers to
intricate networks and reveal hidden
patterns (Alarab & Prakoonwit, 2024).
comparison to classic subgraph detection, advanced
techniques such as semi-supervised methods,
embeddings, and multipartite graph algorithms
(e.g., FlowScope) uncover high-risk account
clusters (Blanusa et al., 2024).

To find suspicious behaviors, graph-based

examine
In

anomaly detection uses network structures,
including cliques and anomalous subgraphs. While
responding to changing fraudulent patterns, iterative
diversification, embeddings, and graph
representation learning maintain network integrity
(Fard, 2023). Fraud prediction, anomaly detection,
and classification accuracy are improved by both
supervised and unsupervised ML models, such as

decision trees, support vector machines, deep neural
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networks, and hybrids (Song et al., 2024; Mayeni et
al., 2024).

Preprocessing, selection,
interpretability are essential to maintaining AML

feature and
systems' transparency (Dumitrescu et al., 2022).
Zimbabwe also faces significant problems in
addressing money laundering. In one year, FBC
bank produced 38,425 alerts; nevertheless, after
manual assessment, only 2,775 of those alerts were
connected to sanctioned businesses (FBC Holdings
Limited, 2024). This highlights the shortcomings of
the present AML regulations, exposing institutions
to possible fines and compliance concerns. Through
the integration of network analysis, embeddings,
and hybrid algorithms, graph-based ML presents a
paradigm change. It makes it possible to discover
money laundering networks scalable,
interpretable, and efficient manner, especially in
situations when sanctions are involved. By creating
and assessing a graph-based ML framework to
identify intricate money laundering schemes in
Zimbabwe's banking industry, this study seeks to
improve AML capabilities.

Despite the growing application of graph

in a

neural networks in financial crime detection, several

challenges remain unresolved: (i) limited
integration ~ of  sanction-specific  relational
modelling, (ii) inadequate handling of highly

imbalanced financial transaction graphs, and (iii)
insufficient comparative benchmarking against
ensemble baselines under consistent evaluation
protocols.

This study addresses these gaps by proposing a
graph-based learning framework for sanction-linked
money laundering detection in a Zimbabwean
banking context. The contribution is threefold:
Formal modelling of banking transactions as a
directed weighted graph; Integration of Graph
Convolutional Networks with structured feature
selection and imbalance mitigation; Comprehensive
evaluation classical and

comparative against

ensemble classifiers.
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METHODS
Research design

This research implemented a design approach
with classification and clustering models built on
the Cross-Industry Standard Process for Data
Mining (CRISP-DM) framework. It is an iterative
framework with six phases for data mining projects
(Plotnikova et al., 2023).
Business understanding

The primary goal in business understanding
was to detect illicit financial flows and hidden
relationships among entities involved in money
laundering, especially those linked to sanctioned
individuals or organisations. This involved
recognising suspicious transaction patterns and
associations within bank Y transactions indicative
of regulatory evasion.
Understanding data

Building an effective and credible graph-based
ML model for identifying money laundering
networks associated with sanctioned entities in
banking transactions requires having a thorough
understanding of the data. This study utilised
transaction data from 1 January to 31 December
2023, which was stored on a local server with
restricted access. The dataset comprises 21,341
rows across 10 columns.
Data preparation

This stage
variables and samples for modelling, cleaning the
data, generating additional variables, merging
different data sources, and altering formats. The
dataset in use comprised 21,342 rows and 10

involved selecting pertinent

columns (attributes).
Data cleaning

Data cleaning is a crucial step in the ML
pipeline, ensuring the accuracy and reliability of the
data used to train and evaluate models. Figure 1
the that
preprocessing steps on a DataFrame (df cleaned) to
prepare it for machine learning.

shows code performs  essential
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In [13]:
# Convert date field
df_cleaned['Initiation Date'] = pd.to_datetime(df_cleaned['Initiation_Date'])

# Encode target variable
df cleaned['IsSanctioned'] = df cleaned['IsSanctioned'].map({'N': @, 'Y': 1})

# One-hot encode Transaction_Type
df_cleaned = pd.get dummies(df_cleaned, columns=['Transaction Type'], drop_first=True)

# Drop irrelevant columns for modeling
df_cleaned = df_cleaned.drop(['TransactionID', 'Credit_Account', "DR_ACCOUNT',
'Country_of_Origin', 'Country_of Destination', 'Currency'], axis=1)

Figure 1. Data cleaning

Handling data imbalance method, which creates synthetic examples of those

The dataset showed a great imbalance as it had  illicit transactions (Hatam, 2024). In the end, it
92% genuine transactions and only 8% illicit ones.  evened out the classes to a 1:1 ratio (Sharma et al,
This could easily bias the model in one direction;  2024). Figure 2 shows two bar plots comparing the
hence, to fix this, the researcher used the Synthetic  class distribution of the target variable IsSanctioned
Minority Over-sampling Technique (SMOTE) before and after applying SMOTE.

from sklearn.model_selection import train_test_split
import matplotlib.pyplot as plt

import seaborn as sns

from collections import Counter

# Load dataset
df = pd.read_csv("C:/Users/mahla/Desktop/FBC_Analysis/fbc_cleaned.csv™)

# Define target column
target_column = 'IsSanctioned®

# Drop non-numeric 'Initiation Date’
X = df.drop(columns=[target_column, Initiation_Date’])
y = df|target_column

# Split data
X_train, X_test, y_train, y test = train_test_split(X, y, stratify=y, test size=@.3, random state=42)

# Before SMOTE
print("Before SMOTE:", Counter(y_train})

# Apply SMOTE
smote = SMOTE(random_state=42)
X_train_smote, y_train_smote = smote.fit_resample(X_train, y_train)

# After SMOTE
print("After SMOTE:", Counter(y_train_smote))

# Plot class distribution

fig, axes = plt.subplots(l, 2, figsize=(12, 5))
sns.countplot(x=y_train, ax=axes[@], palette="Set2")
axes[8].set_title("Before SMOTE")
sns.countplot{x=y train smote, ax=axes[1], palette="Setl")
axes[1].set_title("After SMOTE")

plt.tight_layout()

plt.show()

Figure 2. Distribution before SMOTE and after SMOTE

In the left plot, the class distribution is highly  class to achieve a balanced dataset, resulting in an
imbalanced, with a significantly larger number of equal number of observations for both classes.
instances labelled as O (not sanctioned) than 1  Feature scaling
(sanctioned), indicating a class imbalance problem It is crucial to apply feature scaling to manage
that could bias ML models. After applying SMOTE, data with significantly different magnitudes
the right plot displays the distribution, which effectively. This research utilised the standard
synthetically generates samples for the minority scaling method, a technique designed to normalise
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the independent features of the data within a 3 shows the code snippet for standardising data.
specified range, as demonstrated in Figure 4. Figure
# Step 4: Select and scale features

feature_cols = ['Amount'] + [col for col in df.columns if col.startswith('Transaction Type )]

scaler = StandardScaler()
features = scaler.fit_transform(df[feature cols])
x = torch.tensor(features, dtype=torch.float)

Figure 3. Data standardization
Figure 4 shows standard scaling on the data for feature scaling to handle standardisation for the features.

from sklearn.preprocessing import standardScaler

# 1. Initialize the scaler
scaler = StandardScaler()

# 2. Fit and transform the SMOTE-resampled feature set
X _res_scaled = scaler.fit_transform(X_res)

# Convert back to DataFrame (to keep column names)
X_res_scaled df = pd.DataFrame(X res_scaled, columns=X_res.columns)

Figure 4. Standard_scaling
The StandardScaler was used to standardise the features.

Feature selection statistical number that highlights the dependency
In this study, the Pearson Correlation between two features and is measured using the

Coefficient has been applied to choose the most following formula:

crucial features (Sharma et al., 2024). It is a

r = [n(Exy) — ZxZyl/Square root ofV[1n(Ex?) — (B [n(p?) — (Ep)]

Where n denotes the number of data points, x  the retained features' ranking through Mutual
and y are two variables being compared, and r is the = Information (MI) calculation. The MI between X
correlation.  Stronger positive and negative (feature) and Y (target) lies between 0 and 1,

correlations are indicated by values nearing +1 and  measuring the variables' dependency.
-1, respectively. During the experimentation, Info(X;Y)=V(X)-V(X]Y):
analysis of the correlation heatmap for four features Where Info (X; Y) implies MI for X and Y,

revealed that several features exhibited high V(X) is the entropy for X, and V (XjY) depicts
correlation, leading to the removal of six features conditional entropy for X given Y. Features having
based on a heuristic correlation threshold of 0. a higher MI value are considered as the most
Consequently, the original feature set, which discriminating ones. Figure 5 presents the code
comprised 10 features, has been condensed to four  snippets for showing the importance of features
independent features(Chuang and Chen, 2024). The  based on mutual information.

feature selection process continues with evaluating
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import pandas as pd

from sklearn.feature_selection import mutual_info_classif

from sklearn.preprocessing import LabelEncoder
import seaborn as sns

import matplotlib.pyplot as plt

# the dataset

df

Load

pd.read_csv("C: /Users/mahla/Desktop/FBC_Analysis/fbc_cleaned.csv")

# Define target and drop non-numeric columns (like dates)

target_column = 'IsSanctioned”®
X = df.drop(columns=[target_column, 'Initiation_Date
y = df[target_column

If X contains any categorical features, convert th

for col in X.select_dtypes(include="object').columns

‘D

em

X[col] = LabelEncoder().fit_transform(X[coll)
# Compute Mutual Information
mi_scores = mutual_info_classif(X, y, random_state=42)

mi_scores_series
# Print scores

print("Mutual Information Scores:\n", mi_scores_seri

# Plot
plt.
sns.
plt.
plt.
plt.
plt.
plt.

figure(figsize=(8, 5))

xlabel("MI Score™)
ylabel("Feature™)
tight layout()
show()

es)

pd.Series(mi_scores, index=X.columns).sort_values(ascending=False)

barplot(x=mi_scores_series.values, y=mi_scores_series.index, palette="viridis")
title("Mutual Information between Features and Target")

Figure 5. Feature Importance Based on Mutual Information

The illustration shows the ranking of features
based on their (MI) scores concerning the target
variable, highlighting their importance in the
classification task. Feature importance analysis
identified transaction amount, transaction type,
frequency indicators, and graph-derived centrality
metrics as the most discriminative predictors of
sanction-linked activity. Structural metrics such as

degree centrality and clustering coefficients
demonstrated strong mutual information scores,
confirming the importance of relational

dependencies in AML detection.
Graph Construction and Representation
The transaction dataset was modelled as a

directed weighted graph G = (V, E,X), where
nodes Vrepresent unique account identifiers, edges
E C V X Vrepresent financial transfers, and node

feature matrix X € R!IVIXd
level attributes.

encodes transaction-
Edge weights correspond to
transaction amounts aggregated within a rolling 30-
day window. Self-loops were added to preserve
node identity during convolution. Adjacency
matrices were symmetrically normalised before

GCN propagation.
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Modelling

In this stage, suitable modelling techniques
were selected based on data attributes and entity
connections. GNNs were used to handle non-
Euclidean data, specifically R-GCN (Zhang et al.,
2019). Five classifiers were initially applied for data
classification, followed by five ensemble classifiers
that utilised bagging and boosting to improve
accuracy further. These models were built to
compare with the graph-based approach.

The ensemble classifiers used are as follows:
CatBoost, XGBoost, Light Gbm, Adaboost, and
Random Forest, whilst Decision trees, KNN,
logistic Regression, SVM, and Naive Bayes were
used as individual classifiers during the data
modelling stage, and their performance was
compared.

The Graph Convolutional Network layer is
defined as:

HD = g(D-12AD-1/2HOW )
where A = A + [is the adjacency matrix with
self-loops, Dits degree matrix, W Otrainable
weights, and gthe ReLU activation.
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Model selection technique

Data classification first used five individual
classifiers in the experiment, then three ensemble
classifiers, Random Forest, XGBoost, and
AdaBoost, to improve accuracy.
Model hyperparameter tuning

Top-level parameters essential for configuring
the model were chosen, and optimisation was
carried out to determine the most effective set of
hyperparameter values to enhance the performance
of a learning algorithm.
Evaluation

The graph-based ML model for identifying

money laundering networks associated with

Table 1. Model evaluation metrics

sanctioned entities in the banking transactions
dataset was evaluated at this stage. The evaluation
was carried out to determine the accuracy value of
the model used. The author used K-fold 10-Cross
Validation, a model evaluation technique that is
quite popular and widely used. The author chose 20
for the K value. This means that for each iteration,
the K-fold algorithm evaluates the model using 20%
test data and 80% training data (Elegbede &
Sibanda, 2021). Table 1 presents the evaluation
metrics used and their characteristics.

Metric Definition

Author

Confusion matrix

A 2x2 matrix is used to determine the link between the

(Khalid & Abdalla,

model's expected and actual values. 2024)

Precision It is used to measure the positive patterns that are correctly (Xavier et al., 2022)
predicted from the total predicted patterns in a positive class.

Recall It permits measurement of the fraction of positive patterns (Elvas et al., 2023)
that are correctly classified.

Accuracy It measures the ratio of correct predictions to the total (Perera &
number of instances evaluated. Premaratne, 2024)

F1 The metric that represents the harmonic mean between recall (Sanchez et al,
and precision values 2023)

Matthew's Measures the correlation between what you observe in binary (Wade & Hofmann,

correlation classifications and what the predictions come up with. The 2024)

coefficient values range from minus one, which means total

(MCC) disagreement, to plus one for perfect prediction. Zero points
to random performance. Between prediction and observation.

ROC curve The ROC curve plots out the link between true positives and  (Perera &
false positives in a visual way. You know, the area under that Premaratne, 2024)
curve, or AUC, gauges how the model performs overall. The
values sitting above the diagonal line show discrimination
that's better than random chance.

Deployment 10 columns.

The analysis indicated that the GCN was the
most appropriate classifier for the graph-based ML
model aimed at detecting money laundering
networks linked to sanctioned entities within the
banking transactions dataset, achieving an accuracy
rate of 88.18%.

Sampling methods and sample size

The study drew on stratified, purposive,
snowball, and random sampling methods. It put
together a balanced dataset with normal transactions
and suspicious ones for training the model.(Sun et
al., 2022). The final sample had 21,342 rows across
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Research instruments

The study employed Python and Pandas for
data manipulation, while NetworkX and PyTorch
Geometric for graph analysis. Scikit-learn helped
out with model evaluation. Graph algorithms were
used to detect suspicious transaction patterns.
The Data collection procedure

The study used bank Y(bank name withheld
for anonymity) transaction data,
through cleaning and normalisation steps, as well as

which went

cross-referencing with sanctions lists to pick out the
relevant entities.
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Data analysis

The dataset was preprocessed and modelled as
a directed graph, with nodes as entities and edges as
transactions. GNNs and classifiers were used for
node classification and anomaly detection. Model
performance was assessed using accuracy,
precision, recall, F1-score, and AUC-ROC (Daniel
et al., 2023), while visualisations highlighted
suspicious transaction patterns and potential money
laundering clusters.
Validity and reliability

Validity was maintained by aligning graph-
based model features with established indicators of
suspicious behaviour, such as high-frequency
transactions, circular flows, and unusual centrality
patterns (Mellinger & Hanson, 2020). Reliability
was ensured through consistent data preprocessing,
standardised graph construction, and reproducible
ML pipelines, with model performance evaluated
using cross-validation to confirm stability across

different data subsets (Junjie & Yingxin, 2022).

Table 2. Overview of the dataset

Ethical consideration

This study adhered to ethical principles, using
publicly available, anonymised data with no access
to personally identifiable information. ML and
graph-based models solely for
academic fraud detection research. The research
including model

were applied

process, development and
evaluation, was fully documented for transparency
and reproducibility, with no data manipulation. To
protect the identity of the bank, the pseudonym
bank Y was used in such a way to maintain

anonymity.

RESULTS AND DISCUSSION
Overview of the dataset

Table 2 presents the descriptive statistics for
three  primary variables in the dataset:
Credit_ Account, Amount, and DR ACCOUNT,
each comprising 21,341 observations. These
statistics provide an overview of the central
tendency, dispersion, and range within the dataset.

Statistic Credit_Account Amount DR_ACCOUNT
Count 21,341 21,341 21,341

Mean 5,481,709,000 275,204.86 5,429,367,000

Std 2,587,930,000 129,037.29 1,988,699,000

Min 1,000,598,000 50,039.00 2,000,022,000

25% 3,246,685,000 164,792.00 3,694,854,000

50% 5,493,370,000 274,553.00 5,439,574,000

75% 7,723,811,000 386,503.00 7,144,977,000

The  descriptive analysis of 21,341 of 5.48 billion and 5.43 billion, with standard

observations examines Credit\ Account, Amount,
and DR ACCOUNT. Amount has a mean of
275,204.86, standard deviation of 129,037.29, IQR
from 164,792.00 to 386,503.00, and ranges from
50,039.00 499,988.00, showing moderate
dispersion and balanced distribution.
Credit\_Account and DR\ ACCOUNT have means

to
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deviations of 2.59 billion and 1.99 billion, reflecting
a heterogeneous account base. This variability
supports using graph-based machine learning to
analyse relational patterns and detect anomalous
financial behaviour. Figure 6 shows box plots
illustrating ~ the  distribution  of
Credit\_Account, and DR\ ACCOUNT.

Amount,
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Figure 6. Description of the models

The wide range of all variables highlights the
dataset's heterogeneity, supporting graph-based
modelling for detecting anomalies or suspicious
patterns.

Descriptive analysis of the dataset

This section presents a descriptive analysis of
the dataset used in this study to provide a
foundational understanding of its structure, content,
and key characteristics.

10 Maonthly Total

o

Monthly trend of total transaction amount

Temporal analysis of transaction volumes was
conducted by aggregating monthly transaction
amounts to identify anomalies, seasonal trends, or
irregular spikes, which helps detect unusual
financial behaviour and establishes a baseline for
typical and potentially suspicious entities. Figure 7
presents a line graph depicting the monthly total
transaction amount throughout 2023.
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Figure 7. Monthly trend of total transaction amount

The graph starts in January 2023 with a
transaction amount of around 4.6 million, which
then dips in the following months before peaking at
around 5.3 million in May. After another dip, the
transaction amount rises again, reaching its highest
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point in September at over 5.5 million, before
declining towards the end of the year.
Average transaction amount by currency

Figure 8 analyses the average transaction
amount segmented by currency within the banking
transaction dataset.
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Ayerage Tranzaction Amount by Currency
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Figure 8. Average transaction amount by currency

The analysis shows that GBN has the highest
average transaction amount at 336,399.60, followed
by USD, ZWG, and EUN above 260,000, indicating
use in high-value transactions. ZAN averages
196,415.06 as a mid-tier currency. BWN is the
lowest at 58,697.00, suggesting it is used for

GEN UsD NG EUN ZAN BN

Currency

smaller transactions, reflecting economic and
transactional differences across currencies.

Figure 9 explores the distribution of
transaction amounts across different transaction
types within the banking transaction dataset, which
allows for identifying outliers or suspicious

transactions that may indicate money laundering.

Transaction Amounts by Transaction Type
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Figure 9. Distribution of transaction amounts for each transaction type
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A two-sample t-test was conducted to assess
whether there is a statistically significant difference
in the average transaction amounts between ATM
and Internet Banking transactions. The results
yielded a t-statistic of 1.44 and a p-value of 0.15.
Since the p-value exceeds the conventional
significance threshold of 0.05, we fail to reject the
null hypothesis. This indicates no statistically

significant difference in the dataset's average

transaction amounts between the ATM and Internet
Banking channels.
Outlier transaction amounts compared to the
average transaction amounts

Figures 10 and 11 focus on identifying and
analysing outlier transaction amounts compared to
the average transaction values within the bank Y
dataset.

Transaction Amounts Boxplot - INTERNET BANKING
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Figure 1. Outlier transaction amounts compared to the average transaction amounts.

Transaction Amounts Boxplot - ATM
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Figure 2. Outlier transaction amounts compared to the average transaction amounts.

For both Internet Banking and ATM
transaction types, the average transaction amounts
across all recorded transactions are substantial, with
Internet ~ Banking  averaging
275,044.61 and ATM transactions averaging
slightly higher at 285,044.34. Interestingly, the

analysis shows that there are no identified outlier

approximately

transactions in either category. The absence of
outliers suggests that transaction amounts for these
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two channels remain consistently within expected
ranges, without extreme deviations from the means.
Sanctioned vs. non-sanctioned transactions

Figure 12 compares transaction patterns
between sanctioned and non-sanctioned entities
within the bank Y dataset.
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Boxplot: Sanctioned vs Non-Sanctioned Transactions
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Figure 3. Sanctioned vs. non-sanctioned transactions

According to the boxplot, unauthorised
transactions are larger (~400,000) and more
inconsistent, whereas authorised transactions are
smaller and more consistent (~300,000). Beyond
whiskers, there are outliers. This contrast shows that
whereas non-sanctioned flows reflect riskier, more

le—-6

Density Plat of Transaction Amount by Sanction Status

expansive goals, sanctioned flows are more

consistent.

Density plot of transactions by sanction status
Figure 13 shows a density plot of the dataset's

transaction  amounts by  sanction  status.

2.5

Density

100000

200000

IsSanctioned
]
1

300000

Tramsaction Amount

Figure 4. Density plot of transactions by sanction status

The visualisation provides insights into
possible money laundering operations connected to
sanctioned entities by highlighting behavioural
variances, anomalies, and clusters. The density plot

for transaction amounts split by sanction status
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clearly shows that sanctioned and non-sanctioned
ones follow similar patterns overall. Sanctioned
transactions tend to spread out more and show more
often at those higher levels above around 300,000.
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Density plot for the amount
Figure 14 shows a density plot that highlights
the concentration of transactions at various levels,

le—6

revealing common transaction ranges as well as
tails representing larger or smaller values.

Density Plot for Amount
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Figure 5. Density plot for the amount

The density map, which peaks between
150,000 and 200,000 and spans between 0 and
550,000, shows the 'Amount' distributions for
sanctioned (isSanctioned = 1, orange) and non-
sanctioned (isSanctioned = 0, blue) transactions.
The significant overlap suggests that the transaction
amount alone has little discriminatory power to
identify approved activities.
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Density plot for transaction type

Figure 15 shows a density plot for non-
sanctioned transactions (isSanctioned=0, blue) and
another for sanctioned transactions (isSanctioned=1,
orange), which is used to detect irregular
transactions and enhance the interpretability of the
graph-based ML model designed to identify money
laundering activities.

Density Plot for Transaction_Type_INTERNET BANKING

ESanctioned
20 1 0
Bl 1
15 1
ford
‘@
=
& 10 -
5 -
n -._I-_ T T T T /
0.0 0.2 0.4 0.6 0.8 10

Transaction_Type_INTERNET BANKING

Figure 6. Density plot for transaction type

Most transactions are carried out online, as
indicated by the binary indicator for “INTERNET
BANKING” transactions, which displays a peak at
1.0. A significant percentage of sanctioned
transactions (isSanctioned = 1) also occur through
online banking, underscoring its importance as an
analytical feature in sanction detection, even while
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non-sanctioned transactions (isSanctioned
predominate.
Monthly trend of the number and total amount
of sanctioned transactions

Figure 16 shows that the total amount of
sanctioned transactions fluctuates significantly

0)

throughout the year.
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Monthly Sanctioned Transaction Amount
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Figure 7. Monthly trend of the number and total amount of sanctioned transactions

Starting at a high of nearly $6.2 million in
January 2023, there's a sharp decline in February,
followed by a recovery in March and April, where it
again surpasses $6.1 million. The amount then
drops steadily through May, June, and July,
reaching its lowest point at just under $5.2 million
slight but
September marks another peak, almost reaching

in July. August sees a increase,
$6.2 million. Finally, the last quarter of the year
shows a general downward trend, ending around
$5.35 million, suggesting no consistent pattern or a
gradual decrease in sanctioned transaction amounts
towards the end of the year after a late-year surge.

Figure 17 shows that the number of sanctioned
transactions fluctuates noticeably throughout the
year.

Monthly Count of Sanctioned Transactions
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Figure 17. Monthly count of sanctioned transactions
The graph shows considerable month-to-month
variability in the number of sanctioned transactions,
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with no clear, consistent trend upwards

downwards over the entire year, but rather periods

or

of sharp increases and decreases.
Total transaction amount for each country of
destination

Table 3 shows the total monetary value of
transactions grouped by the destination country,
providing insight into the geographic distribution of
financial activities.

Table 3. Total transaction amount for each country

of destination
Country of Total Transaction Amount
Destination (USD)
Zimbabwe 5,204,460,385
Russia 342,882,624
Cuba 208,819,628
Syria 43,986,186
Iran 22,581,670
Belarus 19,345,872
North korea 14,849,345
Venezuela 12,882,072
Zambia 3,339,056

The table reveals a striking concentration in
Zimbabwe, which accounts for approximately
88.6% of the total transaction volume ($5.2 billion
out of $5.87 billion), indicating a highly internal
trade relationship. Other notable destinations
include Russia ($342.9 million) and Cuba ($208.8
million), followed by significantly smaller amounts
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to Syria, Iran, Belarus, North Korea, Venezuela, and
Zambia. Several of these countries, such as North
Korea, Iran, Syria, Cuba, and Russia, are subject to
international sanctions, raising potential compliance
and reputational risks.

Distribution of transaction amounts

Figure 18 shows a histogram that displays the
transaction across various amounts,
segmented by status (N' for not
sanctioned, 'Y' for sanctioned) on a logarithmic y-

count
sanction

axis.

Histogram: Transaction Amount Distribution
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200000 300000
Transaction Amount
Figure 18. Distribution of transaction amounts

The range between 50,000 and 500,000 is
dominated by non-sanctioned transactions (blue
bars), which occur significantly more frequently
than sanctioned ones. The distribution of sanctioned
transactions (orange), which has a slight peak
between 150,000 and 200,000, is comparable but
continuously lower. While non-sanctioned volumes
eclipse sanctioned ones, overlay lines verify that
both groups fall within the same range. This shows
that while sanctioned cases have small samples, the
transaction amount alone cannot reliably discern
sanction status.

Model Training and Performance Analysis

The model was developed to identify patterns
in transaction data and flag potentially anomalous
or high-risk activities. The data set was then split
into training and test sets to ensure unbiased
evaluation.

Model Configuration and Training Setup

The SMOTE-balanced dataset was used to test
a number of models. XGBoost handled binary
logloss with a fixed random state; Random Forest
used 100 Gini-based trees; Logistic Regression used
L2 regularisation with 1000 Ibfgs iterations; and

400000
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|

IsSanctioned
I N
= Y

500000

Gaussian Naive Bayes, Decision Tree (Gini), KNN
(k=5), and SVM (RBF with probability) used
defaults. Two GCNConv layers are made up of a
Graph Convolutional Network (GCN) in PyTorch
Geometric. The first layer used ReLU to map
features into 16 dimensions, while the second layer
produced two logits. Using transaction features,
account edges, GPU support, and an 80/20 stratified
split, the GCN was trained for over 100 epochs
using Adam (Ir=0.01) and CrossEntropyLoss.
Training process and learning curve

To address class imbalance, models were
trained on an SMOTE-balanced dataset, with most
hyperparameters left at their default settings for
baseline assessment. Although it required greater
processing power, the GCN, which was
implemented in PyTorch Geometric, demonstrated
efficient learning without overfitting. Accuracy
measures and loss plots were used to verify training
stability and convergence. In addition to SMOTE,
model robustness was assessed using class-
and stratified cross-
validation to ensure stability under skewed class

weighted loss functions

distributions.
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Figure 19 shows the learning curve for the
GCN, showing a steady decline in training loss and

Learning Curve
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Figure 19. Learning curve

While cross-validation accuracy begins at
about 0.855 and progressively increases with more
data, the learning curve displays perfect training
accuracy (1.0) across all training sizes. Although
more data may enhance generalisation or highlight
the need to modify model complexity, the
continuous discrepancy between training and
validation scores suggests overfitting.

Model Evaluation and Predictive Accuracy
Confusion matrix

Figure 20 presents and analyzes the confusion
matrices of sanctioned and unsanctioned data,
highlighting their strengths and weaknesses in
detecting fraudulent or anomalous financial activity.

Confusion Matrix
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Figure 8. Confusion matrix
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an increase in validation accuracy over epochs,
eventually plateauing as the model converged.

r—r—r—r—r——rrr——>

600 700 800

The model's accuracy, which was just
marginally better than chance, was 51.4%. Its recall
of 50.6% meant it hardly caught half of the true
positives, and its precision of 12.3% meant it
frequently produced false positives. Both MCC
(around zero) and ROC AUC (0.51) indicated
limited predictive power, while the F1 score (0.20)
demonstrated poor balance. These findings show
that in order to increase reliability, enhancements
must be made through improved feature selection,
hyperparameter adjustment, or different algorithms.
Pearson correlation

Figure 21 presents the Pearson correlation
coefficient used to evaluate the linear association
between predicted and actual values in regression
analysis.
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Pearson Correlation Heatmap
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Figure 9. Pearson correlation heatmap

This Pearson Correlation Heatmap displays the
linear relationships between 'Amount’,
'isSanctioned', and 'Transaction Type INTERNET
BANKING'. All diagonal values are 1.00,
representing the perfect positive correlation of each

variable with itself.

Table 4. Model Performance Comparison

- 0.6

- 0.4

Transaction_Type_INTERNET BANKING

Classification Performance Metrics
Evaluation 1

Table 4 presents a comparative evaluation of
various ML models based on five key performance
metrics.

Model Accuracy Precision Recall F1 Score MCC
SVM 0.470404 0.123714 0.571995 0.203430 0.018665
Naive Bayes 0.366391 0.118409 0.676354 0.201535 0.000818
Logistic Regression 0.514290 0.122796 0.505945 0.197626 0.013794
Decision Tree 0.578947 0.122616 0.416116 0.189417 0.011130
Random Forest 0.579728 0.122560 0.414795 0.189214 0.010964
KNN 0.590504 0.122317 0.398943 0.187229 0.010038
XGBoost 0.557395 0.116648 0.417437 0.182343 -0.004184
GCN 0.881774 0.644000 0.602000 0.700345 0.068120

Table 4 shows the GCN clearly outperforming
all models, with the highest accuracy (0.8818),
precision (0.6440), recall (0.6020), and F1 score
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(0.7003), reflecting a strong balance in detecting
positives while limiting false alarms. Though still
low, its MCC (0.0681) surpasses others, indicating
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moderate correlation. By contrast, Naive Bayes,
SVM, and Logistic Regression achieve higher recall
(~0.5-0.68) but extremely low precision (~0.12),
producing poor F1 and MCC. Tree-based models
and KNN slightly improve accuracy (~0.58-0.59)
but remain imbalanced, confirming GCN as the
most reliable performer.

Evaluation 2

Table 5 presents the ROC AUC scores and
corresponding confusion matrix values: True
Positives (TP), True Negatives (TN), False
Positives (FP), and False Negatives (FN)—for the
same models evaluated earlier.

Table 5. Model Evaluation: ROC AUC and Confusion Matrix Analysis

Model Index ROC AUC TP TN FP FN
0 (SVM) 0.808866 533 4579 2067 324
1 (Naive Bayes) 0.812342 512 4834 2812 245
2 (Logistic Regression) 0.812214 583 4910 2736 374
3 (Decision Tree) 0.808673 515 3392 2254 242
4 (Random Forest) 0.806489 514 3398 1248 243
5 (KNN) 0.807868 502 4479 2167 255
6 (XGBoost) 0.894483 516 3253 2393 341
7 (GCN) 0.896772 540 5646 1538 157

The GCN has the best trade-off between
sensitivity and specificity and the highest ROC
AUC (0.8968), outperforming all other models.
With the fewest false negatives (157) and a high
true negative count (5646), it limits false positives
(1538) while maintaining strong true positives
(540). The performance of XGBoost is good (ROC
AUC 0.8945); however, it generates more errors.
Although it collects the most positives (583),
logistic regression has a high rate of false alarms.
Random forest improves overall balance but
decreases false positives.

Differences in reported metric values across
figures arise from distinct evaluation settings. Table
4 reports metrics under baseline validation, while

Table 6. Ranked model performance table

Table 6 reflects final optimised model performance

following hyperparameter tuning and graph
construction  refinement. For clarity, final
performance values reported in this study

correspond to the optimised configuration shown in
Table 6.
Evaluation 3

Table 6 presents a comparative analysis of
ML models evaluated on multiple
performance  metrics, including  Accuracy,
Precision, Recall, F1 Score, Matthews Correlation
Coefficient (MCC), ROC AUC, their
corresponding confusion matrix values (True
Positives, True Negatives, False Positives, and

various

and

False Negatives).

Model Accuracy Precision Recall F1Score MCC ROCAUCTP TN FP FN
SVM 0.4704 0.6237 0.5720 0.4034  0.5187 0.5089 433 2579 3067 324
Naive Bayes 0.3664 0.5184 0.6764 0.5015  0.5008 0.5123 512 1834 3812 245
Logistic Regression 0.5143 0.6228 0.5059 0.4976  0.5138 0.5122 383 2910 2736 374
Decision Tree 0.5789 0.6226 0.4161 0.4894  0.6111 0.5087 315 3392 2254 442
Random Forest 0.5797 0.6226 0.4148 0.5892  0.6110 0.5065 314 3398 2248 443
KNN 0.5905 0.5223 0.3989 0.4872  0.5100 0.5079 302 3479 2167 455
XGBoost 0.5574 0.5166 0.4174 0.5823  0.5042 0.4945 316 3253 2393 441
GCN 0.8818 0.7440 0.6720 0.7345  0.7812 0.4968 678 5646 856 757

The GCN performs better than any other (0.7345), and Matthews Correlation Coefficient

model, with the best accuracy (88.18%), F1 score
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(0.7812), demonstrating a solid overall predictive
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capacity and a strong balance between precision and
recall. SVM, Naive Bayes, Logistic Regression, and
tree-based approaches are examples of traditional
models that exhibit moderate to poor performance,
with accuracies ranging from 36.64% to 59.05%,
with F1 scores often below 0.6. The highest recall
(0.6764) is achieved using Naive Bayes, but

accuracy and precision are sacrificed. While

exhibit
comparable accuracy (~57.9%), they differ slightly
in F1 and recall. In general, GCN has the most
dependable and steady performance.

Random Forest and Decision Tree

Evaluation 4
Figure 22 presents the comparison of different
classifiers or models after evaluation.
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Figure 10. Classifiers' FN, FP, TP, and TN scores

The results suggest that XGBoost and Random
Forest are the most reliable models for tasks
requiring high accuracy. At the same time, KNN
and Naive Bayes may not be suitable in scenarios
where precise identification of positive cases is
critical.

The average number of 21,341 financial
transactions was found to be 275,205. The recipient
and sender accounts displayed extremely large yet
scattered amounts, indicating diverse accounts and
intricate flows. These features draw attention to
how complex the information is structurally and
how graph-based ML is necessary to identify
anomalies and capture related dynamics. The GCN
was the most successful model, balancing detection
accuracy and false positives with the best ROC
AUC (0.8968), Accuracy (88.18%), F1 Score
(0.7345), and MCC (0.7812). Pairwise McNemar’s
tests conducted to assess statistical
significance between the GCN and top-performing
baselines. Results indicate statistically significant
improvement at p < 0.05. While more established
models like SVM, Naive Bayes, Logistic
Regression, KNN, and Decision Tree performed

were

Pl

poorly, primarily because of decreased accuracy or
increased false errors, XGBoost and Random Forest
offered with
categorisation.

The support earlier
investigations into the identification of anomalies in

robust  alternatives trustworthy

research results
financial transactions. The dataset's richness and
diversity in account identities and transaction
amounts are highlighted by descriptive statistics
(Alarfaj & Shahzadi, 2024; Zhang, 2025). Graph-
based models, especially Graph Convolutional
Networks (GCNs), complement Zhang et al. (2019)
and Wu et al. (2021) by capturing relational
relationships and demonstrating superior detection
of suspicious behaviours. In contrast to ensemble
approaches like XGBoost and Random Forest,
which handle nonlinear interactions, traditional
models, such as SVM, Naive Bayes, Logistic
Regression, KNN, and Decision Tree, perform
poorly on unbalanced financial datasets (Wang et
al., 2024). Overall, findings support the idea that
graph-based ML offers a significant benefit for
AML by revealing covert illegal activity through
relational patterns as opposed to transaction analysis
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alone (Wang et 2024). The
performance of the GCN can be attributed to its
capacity to aggregate neighbourhood information

across multi-hop transaction relationships, enabling

al., superior

the detection of laundering structures such as
circular flows and hub-and-spoke networks. In
contrast, tree-based and linear models operate on
isolated feature vectors and fail to exploit relational

topology.

CONCLUSION

This study investigated money laundering
detection involving sanctioned entities using bank Y
transactional data. Analysis revealed moderate
variability in transaction amounts with high-value
outliers, heterogeneous Credit\ Account and
DR\ ACCOUNT identifiers, and cyclical monthly
patterns peaking in May and September 2023,
reflecting seasonal business trends. Sanctioned
transactions were generally smaller and more
uniform, while non-sanctioned transactions were
larger and more variable. This study demonstrates
that modelling financial transactions as relational
graphs significantly enhances sanction-linked
money laundering detection compared to feature-
based classifiers. By formally integrating structural
dependencies through graph the
framework captures multi-entity laundering patterns
inaccessible to independent transaction models.

convolution,

Future work should extend this approach toward
dynamic temporal graph modelling and real-time
deployment under streaming transaction conditions.
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